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Abstract

In this paper, we propose two new algorithms to increase the security of the Elliptic Curve

Cryptography (ECC) by using a pairing function. Each algorithm is built on combining a pairing
function, which is either the Cantor pairing function or the Elegant pairing function, with the
ECC. Both algorithms merge two ciphertexts (two points on the elliptic curve EC) into one
ciphertext (one point on the elliptic curve EC). This means that only one ciphertext is sent in
any of the two proposed algorithms. Sending one ciphertext results in a shorter transmission
time. The proposed algorithms are safe according to security analysis. Therefore, the use of the
proposed algorithms provides a high level of security and shortens the transmission time
compared to classical ECC.

The results present number and type of keys that generated, as shown in Table 1. These keys
are strong for using in public key algorithms, in addition to the difficulty of guessing the keys
by attacker, because these keys are generated from a normal video that does not raise any
suspicions in the attacker when exchanging them.

Keywords: Number Theory, Elliptic Curve, Elliptic Curve Cryptography, Pairing Function,
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Introduction

Number theory is a broad and intriguing area of mathematics that includes the study of prime
factorization and prime number properties. An arrangement or plan known as a cryptosystem
is used to securely encode and decode messages by converting plaintext to cipher text and then
to the original plaintext back. A shortening of "cryptographic system" is "cryptosystem™ which
designates a computer system with number theory that makes use of cryptography. Information
that is in plaintext can be encrypted so that only authorized people can read it. By using
algorithms on the data, this is accomplished. Symmetric key encryption and asymmetric key
encryption are the two basic categories of encryption techniques. In symmetric key encryption,
the problem is to securely transfer the key that will be used in this operation. The sender
encrypts the data using a key, and the recipient uses the same key to decrypt it. When using
asymmetric key cryptography, both the sender and the recipient have two sets of keys: a private
key that is kept secret and is used to decipher messages encrypted with the public key [1]. The
cryptosystem algorithms were applied with some mathematical terms to improve the security
of the sent data, for example, Legendre Symbol, Chebyshev polynomial, etc. [2-4]

The study of elliptic curves got the attention of several number theorists dating back to the
middle of the nineteenth century. The Elliptic Curve Cryptography (ECC), which is classified
as one of the asymmetric cryptography algorithms, was discovered in 1985 by Neil Koblitz and
Victor Miller [5]. The discrete logarithm problem of the elliptic curve ECDLP and the algebraic
geometry of elliptic curves with finite fields are the foundations of the elliptic curve
cryptosystem ECC. Various fundamental elliptic curves can be employed. A varying key
length, performance, and encryption strength are offered by different curves. Elliptic curves are
collections of points where a andb, the constants, satisfy the elliptic curve equation. The ECC
keys setting is straightforward. The private key is an integer, that is, every positive integer
represents a valid ECC private key. A set of coordinates (x,y) on the curve represents the
public key [6]. Signatures and key negotiation are made feasible by public-key cryptography,
and both functions are essential for modern internet computer systems used by governments
and businesses. Since ECC has less computational complexity than other modular arithmetic
systems like the Rivest-Shamir-Adleman algorithm (RSA), it is the recommended way for
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implementing these services [15]. And ECC uses a small key size, which makes it superior to
the common cryptosystem RSA.

A pairing function is a function used to encode two natural numbers into one natural number in
a unique way. In set theory, it is possible to demonstrate that rational numbers and integers have
any pairing function identical cardinality to that of natural numbers [7]. Pairing functions play
an important role in computability theory, and have practical applications in computer science.
A general technique for constructing a pairing function from any non-decreasing unbounded
function is described. This technique is used to construct a binary proportional pairing function
and its inverse [13]. The three most important methods of it Cantor pairing function, Rosenberg-
Strong pairing function and Elegant pairing function.

In this paper, we propose two new algorithms of cryptography based on using paring functions.
The first algorithm is based on applying the Cantor pairing function to ECC, and the second is
based on applying the Elegant pairing function to ECC. In the first proposed algorithm, the
sender encrypts the plaintext by the ECC and then uses the Cantor pairing function to convert
each ciphertext to a single integer. That is, the two ciphertexts are converted into one ciphertext,
which is then sent to the recipient. To recover the plaintext, the recipient first uses the inverse
of the Cantor pairing function and then decrypts it using a decryption process of the ECC. In
the second proposed algorithm, the sender encrypts the plaintext by the ECC and then uses the
Elegant pairing function to convert each ciphertext to a single integer. That is, the two
ciphertexts are converted into one ciphertext, and then sent to the recipient. To recover the
plaintext, the recipient first uses the inverse of the Elegant pairing function and then decrypts it
using the ECC decryption process. Implementing the two new algorithms reduces the data
transmission time.

The rest of this paper is structured as follows: In Section 2, the Pairing functions (Cantor pairing
function and Elegant pairing function) are described. In Section: 3, the ECC with some basic
theorems and definitions are discussed. In Section 4, the proposed algorithm is presented. In
Section 5, the security analysis of the proposed algorithm is provided. Finally, the conclusion

is provided in Section 5.
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1. The Elliptic Curve Cryptography
Definition 1.1: The EC E,(a, b): y* = (x* + ax + b) (mod p), where a,b € F, and 4a* +
27b* # 0 (mod p) , gives the ECC over a finite prime F,, [8].
Theorem 1.1: Let R = (x4, y,) and W = (x,,y,) € EC, [9,10].
.  IfR =+ W,then R+ W = (x3,y;) where

X3 = ((%)2 — X — Xz) (modp) and y; = ((yz:yl)z (x; — x3) — yl) (mod p).

X2—Xq

. If R =W, then R+ W = (x3,y3;) where

v = ((252)" ~ 22,) (modp) and y, = ((259) " 2y — x) = 34 ) (modp).

I1l.  The point multiplication of a point R on EC is defined as doubling the point R on that
curve. Itisdenoted by aR = R + R + -+ + R, a times.

IV. —R+ o =0+ R =R forall EC. Where oo is the point at infinity.

Theorem 1.2: [9], The Elliptic curve E,(a,b) is defined as follows y* = (x* + ax +
b) (mod p). The number of points on E,, (a, b) and the point at infinity co is

x3 +ax+b
|E(ab)|—1+pz =1+p+e

xEF

Where, (x3+;x+b) is the Legendre Symbol.

The EEC algorithm is described below [8-11].
The Key Generation process
i.  The sender and the receiver (Alice and Bob respectively) agree on an elliptic curve
E,(a,b):y* = (x* + ax + b) (modp), such that, p is a prime number. Also, they
choose a point G on the EC.

ii.  Alice chooses a random positive integer a (the private key), then calculates the public

key A = aG.
iii.  Bob chooses a random positive integer S (the private key), then calculates the public
key = G .
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The Encryption process
If Alice wants to send the message M to Bob, Alice then converts M to a point on the EC based
on the agreed procedure. Alice selects a random number y for the encryption process to be used
in a different communication point, and she calculates,
E,=vG 1)
E, =M +yB. (2)
Alice send E; and E, to Bob.
The Decryption process
Bob receives E; and E, and decrypt the message as follows:
M =E, - BE; 3
2. Pairing Functions

2.1 Cantors Pairing Function

The cantor pairing function, [12,13], C:N? - N and the inverse cantor pairing function

C1: N — N2 are two bijections one inverse to the other. They are given as:

C=S@+NE+y+1) +x, 4)
and
1= (C _ r(r2+1) ’r(r2+3) _ C) (5)
where r = [—HEHJ Figure 1 shows the Cantor pairing function.

4

. -

X 1 4 1 a B8

2

1 . “~ -

0 -+ < - + >

0 1 2 3 4 5

Figure 1: Cantor Pairing Function
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Example 2.1.1: Consider the point (x,y) = (14,7) by Eq. (4), we have

1
C=§(14+7)(14+7+1)+14=245

To get the point (x, y) back, we have

J1+8(245) — 1‘ o

2

Using Eq. (5),

1= (245 3 21(21 + 1),21(21 +3) B 245> ~ (147).
2 2
Then (x,y) = (14,7).
2.2 Elegant Pairing Function
The Elegant pairing function, [13,14], £ produces a single natural number from a pair of natural
numbers x and y as shown in Figure 2. It is given as

_ {yz +x x # max(x,y),
x4 x+y x = max(x,y).

(6)

The inverse Elegant pairing function, which returns the pair corresponding to each natural
number, is given as:
CRNENE) £ - |Ve|* < |VE]

£1= )
(1vel.& - [ve]" - |ve]) e - |Ve|" = |ve]

4 B '],1
3 a3
g 1 3 I 7 Ix
2
( I |(~ l!
1
0 + r o
0 1 2 3 4 5

Figure 2: Elegant Pairing Function
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Example 2.2.1: Consider the point (x,y) = (14,7). Then, by Eq. (6) we have
E=142+14+7 =217
By Eqg. (7), the point is recovered as

et = (V217,217 - V217| - |V2T7]) = (14.7)

Then (x,y) = (14,7).
3. The Proposed Algorithm.

In this section, two proposed algorithms are introduced based on using the pairing functions
with the ECC, such that, their construction is similar to the one that is covered in Section 2
regarding the determination of public and private key values, Bob publishes G and B, while
is the private key.

3.1 Cantor Pairing Function with the EEC

e Encryption Process

Alice transforms the plaintext into corresponding points on E,(a, b) based on an agreed
procedure. After selecting a random positive integer y, Alice calculates E; = (x;,y,) and
E; = (x2,y;) by Eq. (1) and Eq. (2).

Now, by Eqg. (4) Alice uses the Cantor pairing function for the points E; and E,

Ce, =5 e+ y) (e + 31+ 1) + x4, (8)
And
Ce,= %(xz +¥2)(x; +y2, + 1) + xs. )

Then, (Cg,, Cg,) are the ciphertext, and they are sent to Bob.
. Decryption Process
After receiving (CE1 ,CEZ), Bob calculates the formula for the inverse of the Cantor pairing

function Cg,and Cg, by Eq. (5)

T (Tl + 1) T (TI +3)

Gi= (G - 222,22 () (10)

where r, = l—vl“f“_lj and
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R+ D n0+3) CE2> an

C521=<CEZ_ 2 2

[1+8 CEZ—1J
— |

where 1, = l

Now, Bob performs the decryption process as follows:

M = (g, — BCg, (12)
Example 3.1 In this example, we discuss the Cantor pairing function with the ECC algorithm.
Suppose that Alice and Bob consider the elliptic curve E,;(18,3):y? = (x3 + 18x +
3) (mod 43), and the initial point (3,16) on E43(18, 3). The agreed procedure between Alice

and Bob is selected arbitrarily, and it is given in Table 1 as follows:

Table 1: The agreed procedure of E,5(18, 3).

A B C D E F G H [ J
o (3,16) | (15,37) | (20,8) | (29,19) | (21,15) | (34,12) | (30,18) | (8:33) | (4,15) | (37.,18)
K L M N 0 P Q R S T U
(28,23) | (16,1) | (35,11) | (18,28) | (2,2) | (19,18) | (19,25) | (2,41) | (18,15) | (35,32) | (16,42)
v W X Y Z 1 2 3 4 5 6
(28,20) | (37,25) | (14,22) | (8,10) | (30,25) | (34,31) | (21,28) | (29,24) | (20,35) | (15,6) | (3,27)

Also, suppose Bob selects the point G = (2,2) and selects the private key f = 6. Then, Bob
calculates the public key as B = BG = 6(2,2) = (4,28).
Assume Alice wishes to send Bob the message M = "THEORY." Alice then converts M to the
appropriate points using the agreed procedure. That is, “T” = (35,32), and Alice chooses y =
9. Then, by the Eqg. (1) and Eq. (2)
E, =yG =9(2,2) = (20,8),
E,=T+yB
= (35,32) + 9(4, 28)
= (35,32) + (2,41) = (21,15).
and by Eq. (8) and Eq. (9)

1
Cr, = 5 (20 +8)(20 + 8 + 1) + 20 = 426.

1
(g =5 (21+15)(21 + 15+ 1) + 21 = 687.
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Alice sends only (426,687) to Bob.

Now, 7, = [%J =28andr, = I—V“B(ZWHJ = 36, then by Eq. (10) and Eq. (11)
28(28 + 1) 28(28 +3
CGl= <426 _ 28 ) 28( ) _ 426) = (20,8)
! 2 2
36(36 + 1) 36(36 + 3
Cl= (687 _38¢ : ) 36C . ) _ 687) = (21,15).

Then, Cz!'= (20,8) and Cz}= (21,15). Now by Eq. (12)
M= (g - BCg,
= (21,15) — 6(20,8)
= (21,15) — (2,41)
= (21,15) + (2,2) = (35,32) = T

Table 2: The encryption and decryption processes by the Cantor pairing function with the

ECC.
The The Encryption by Alice Decryption by Bob
Letters Point y E, E, (CEf CEZ) n | n CEll ngl M

(3532) | 9 | (20,8) | (21,15) | (426,687) | 28 | 36 | (20,8) | (21,15) | (35,32)

(833) | 7 | (34,12) | (28,23) | (1115,1354) | 46 | 51 | (34,12) | (28,23) | (8,33)

(21,15) |14 | (16,1) | (28,23) | (169,1354) |17 [ 51| (16,1) | (28,23) | (21,15)

22) | 5 | (415 | (20,8) (194426) | 19 | 28 | (4,15) | (20,8) | (2,2)

(2,41) | 19 | (1642) | (16,1) | (1727,169) | 58 | 17 | (16,42) | (16,1) | (2,41)

<|m|o|m|z|+

(810) | 17 | (428) | (29.19) | (532,1205) | 32 | 48 | (4.28) | (29,19) | (8,10)

3.2 Elegant pairing function to the EEC

o Encryption Process
Alice transforms the plaintext into corresponding points on E,(a,b) based on the agreed
procedure. After selecting a random positive integer y, Alice does the calculation E; =
(x1,y1), and E, = (x4, y,) by Eq. (1) and Eq. (2).
Now, Alice uses the Elegant pairing function for the points E; and E, by Eq. (6)

2
Ep, = {ylz +x X1 7_& max (xy, y1) (13)
X"t x+ ¥ x1 = max(xy, y;)
and
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8E=

2
2 {}’2 + X, X, # max(xy,y,) (14)

X% + % + Y, x1 = max(xy, y,)

Then, (€z,, Eg,) , which are the ciphertexts, and they are sent to Bob.
. Decryption Process

After receiving(éE1 ,SEZ), Bob calculates the formula for the inverse of the Elegant pairing

function £g, and &g, by Eq. (7)

A (C NN o -WE <LEl

“ T - WE - WD) e - VE = V]
and
S £ o N R NER) o VB <LE

(Vee) e~ Vel - 1VEal) e~ |VEal’ 2| /E]
Now, Bob performs the decryption process as follows:
M= &gl — BER? (17)
Example 3.2.1: Consider the elliptic curve E,;3(18,3): y? = x3 + 18x + 3 (mod 43), and the
point (3,16) on E,3(18,3). Also, suppose Bob selects the point G = (2,2) and selects the
private key 8 = 6. Then, Bob calculates the public key as B = (4,28). Assume Alice wishes to
send Bob the message M = "THEORY." Alice then converts M to the appropriate points using
the agreed procedure. Thatis, T = (35,32), and Alice chooses y = 9.
Then, by the Eq. (1) and Eq. (2) E; = (20,8) and E, = (21,15). Also, by Eqg. (13) and Eqg. (14)
Eg, = 428 and &g, = 477. Then, Alice sends only (428,477) to Bob.
Now, by Eqg. (15) and Eq. (16)

€zt = (20,428 — 400 — 20) = (20,8)

And
€5t = (21,477 — 212 — 21) = (21,15).
By Eq. (17)
M = (21,15) — 8(20,8)
= (21,15) — (2,41)
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M = (21,15)+ (2,2) = (3532) =T
In the same way, the rest of the message M is encrypted and decrypted as shown in Table 3.

Table 3: The encryption and decryption processes by the Elegant pairing function with the

ECC.
The The Encryption by Alice Decryption by Bob
Letters | Point y E, E, (g, ,&.) Egl Eg; M
T (35,32) 9 (20,8) (21,15) (428,477) (20,8) (21,15) | (35,32)
H (8,33) 7 (34,12) (28,23) (1202,835) (34,12) (28,23) (8,33)
E (21,15) | 14 (16,1) (28,23) (273,835) (16,1) (28,23) | (21,15)
0 (2,2) 5 (4,15) (20,8) (229,428) (4,15) (20,8) (2,2)
R (241 | 19 | (16,42) (16,1) (1780,273) | (16,42) (16,1) | (2,41)
Y (8,10) 17 (4,28) (29,19) (788,889) (4,28) (29,19) (8,10)

4. The Security Analysis
Encryption algorithms always look for the security of the transmitted data and the speed of the
transmission process. From the sent ciphertext, E; and E,, the attacker can guess the value of p
used in the equation E,(a, b) from the results of (x,y). In the two proposed algorithms, points
are converted into a new unique single point. The Cantor pairing function is used in the first

proposed algorithm, so that the range of points becomes (= %(x +y)(x+y+1)+x. The

Elegant pairing function is used in the other proposed algorithm, such that, € =

{y2+x
x2+x+y

i i Z:ﬁg £ Therefore, it is difficult for the attacker to guess the value of
p used in the equation Ep(a, b) in both algorithms, which makes such an attack a useless attack.
The complexity level of the proposed algorithm is very large because it consists of the
complexity of DLP for the EC and the complexity of the pairing function.

The ECC is considered secure when the key length is greater than or equal to 160-bit, and the
proposed algorithm uses a key length of 160-bit. Moreover, every pair of positive integers is
converted into only one number. Even if the attacker could convert the number back to the
original pair by calculating the order using the pollar-roh method or by Baby-step Gaint-step,

he faces another complexity: calculating DLP for the EC.
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In other words, the complexity of the proposed algorithm consists of two parts, which are the
paring and the other is DLP for the EC. Also, the proposed algorithm sends one number instead
of a pair of numbers leading to a faster transmitting time of the message.
Conclusion

We present two new cryptosystem algorithms which are combined with the ECC. The first
algorithm uses the Cantor pairing function with the ECC, and the second algorithm uses the
Elegant pairing function with the ECC. In both algorithms, every pair of ciphertexts (every pair
of points on the EC) is converted into only one ciphertext (one point of the EC). Moreover, the
data sent is only one point and this leads to reducing the transmission time between the two
parties. The security analysis shows that the proposed algorithm is safe compared to the classic
ECC. Thus, the proposed algorithm provides a high level of safety for sending data.
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